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Abstract As biometric technology is being deployed, it will
be a common situation to have a template acquired by one
biometric device to be used by another during testing. In our
problem formulation, we assume that the device may not be
known to the system but can be inferred by a set of automati-
cally derived quality measures. The proposed method of device
inference results in a novel device-specific quality-dependent
score normalisation called the DS-norm. Experiments based on
the BioSecure DS2 data set confirm the benefits and feasibility
of the proposed approach.

I. INTRODUCTION

As biometric technology is rolled out on a large scale,
biometric devices may be replaced with newer designs on
a regular basis. Unfortunately, simply replacing a biomet-
ric device without re-acquiring the corresponding biometric
template/model, which the new device is expected to use,
may result in sub-optimal performance. The National Bio-
metric Security Project (NBSP)1, for instance, conducts an
interoperability test aiming "to determine both the ability of
a biometric device to create biometric data blocks that can be
processed by other biometric comparison sub-systems, and
the ability of a biometric comparison sub-system to process
biometric data blocks generated by other biometric devices".
We will use the term device acquisition mismatch to refer
to the situation where a biometric template is built from
the data acquired from one biometric device and during the
operational phase, the system is required to compare this
template with the data acquired from a different biometric
device.
The goal of this study is to develop techniques that

can mitigate the effect of device acquisition mismatch.
In particular, we consider the situation where a biometric
comparison sub-system has no a priori information about
the biometric device from which a biometric sample is
acquired. Note that this is a practical requirement towards
device interoperability. While the comparison sub-system
may be the same, the class-conditional score distributions
as a result of using a particular biometric device may
be very different. As a result, it is reasonable to expect
strong dependency of performance on the biometric device.
Motivated by this dependency, it is reasonable to normalize
the match scores in a system-dependent manner. Unfortu-
nately, in our problem formulation, the device is unknown
during the operational phase. We overcome this problem by
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(a) without device (b) with device

Fig. 1. (a) The state-of-the-art approach with raw quality measures. (b)
The proposed method of incorporating device information.

estimating the posterior probability of the device given some
observed quality measures. Quality measures are a set of real
values quantifying, in an automatic manner, the quality of a
biometric sample. For instance, for face biometrics, these
measures can be brightness, contrast and face orientation,
etc; and for fingerprints, the sharpness (image gradient) of
fingerprint impression is commonly used [1]. The result is a
novel device-specific score normalization procedure incorpo-
rating the quality information, realized via the standard log-
likelihood ratio (LLR) test, that can reduce the severity of
biometric device mismatch. While there is abundant literature
on quality-dependent fusion [2], [3], [4], [5], [6], [7], none of
them deals with quality-dependent score normalization where
only a single biometric comparison sub-system is involved.
Furthermore, none deals with the issue ofunknown biometric
device.
The rest of the paper is organized as follows: Section II

presents our proposed approach which is best explained in
terms of a Bayesian network. In Section III, the BioSecure
DS2 (Desktop) data set used in our experiments will be
described as well as the face and fingerprint systems. In
Section IV the experiments and results are presented before
finally, some conclusions are drawn in Section V.

II. A BAYESIAN FRAMEWORK

Our proposed approach is best explained in terms of a
Bayesian network [8]. Graphical models representing two
possible ways of using quality measures are shown in Fig-
ure 1. Model (a) was proposed in [5] whereas model (b)
is our proposal. A node in the graph represents a variable
and its associated probability whereas an arrow from variable
A to variable B specifies their causal relationship, i.e., the
conditional probability of B given A. In the models just
shown, the following variables are used:

k C {C, I} is the true class label, i.e., being either a
genuine user (also known as a client) or an impostor.

* q C RNq is the vector of quality measures output by
Nq quality detectors. A quality detector is an algorithm
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designed to assess the quality of an image, e.g., the
bit per pixel ratio, contrast and brightness as defined
by the MPEG standards. In our case, these quality
measures deal with face images describing, for instance,
the orientation, illumination and spatial resolution of a
face image. Both the general and face-related quality
measures will be used in this paper.
device d C {1, ... , Nd} which signifies one of the Nd
devices. In this study, concerning the face biometrics,
we use web-cam images (low resolution) and digital
camera (high resolution) images. For the fingerprint
biometrics, we use an optical sensor and a thermal
sensor. While it is easy to distinguish images taken by
a web-cam versus a digital camera, or by an optical
versus a thermal sensor, from a computational point of
view, the device d is not observable when a biometric
system operates without human intervention.

* y C RN is the vector of scores output by N base
biometric authentication systems. When N > 1 , i.e.,
the system output scores are stacked together to form
a vector, the estimated density is typically used in a
fusion framework. When N = 1, no other systems
are involved; hence one deals with score normalization.
While this paper deals with N = 1, the proposed
framework, nevertheless, remains very general.

The two models shown in Figure 1 can be expressed by the
following joint-probabilities4:

p(y, k, q) = p(yk, )p(k)p(q), (1)
p(y, k, q, d) = p(y k, d)p(k)p(d q)p(q). (2)

The main difference between the two models is the explicit
consideration of biometric device in (2). Note that in the
second model, we assume conditional independence between
y and q, i.e., given the device d, one does not need to
know the vector of quality measures q. For both models,
the normalized scores can be obtained by using the standard
log-likelihood ratio test, modified to take into account the
quality information, as follows:

norm plog p(ylC,q ) (3)

The resulting (common) decision function will be:

decision(ynorm)= accept
reJ ect

if ynorm > Anorm
otherwise, (4)

where "norm is a decision threshold after normalization and
is optimal when Aior p(Clq) p(C) since k andp(llq) pl
q are independent. The decision function or the original
score y can be written in exactly the same way by replacing
ynorr with y and A = AfOm. We argue that in theory,
the performance due to ynorm is better than that due to y. In
practice, however, this depends on how well one can estimate
p(y k, q).

4Note that in our notation, we do not distinguish between discrete
probability that is usually written with a capital "p" from the continuous
one.

Although (3) is the theoretically optimal quality-dependent
score normalization, the density p(y k, q) is difficult to
estimate because the conditioning variable q is continuous.
Fortunately, one can use the following Bayes rule, i.e.,

p(y k, q) =p(y,q( k)
p(q k)

so that by estimating p(y, q k), one indirectly estimates the
quantity p(y k, q) in proportion.

There are two ways to implement the normalized score
presented in (3). The first one is according to model (a) and
the second according to model (b):

. According to model (a), we can implement (3) in the
following quality-dependent score normalization proce-
dure:

qnorm = log p(y,qqC) (5)
withq ~ p(y, q I)

p(y C, q) p___C_
= log LI, q) + log p(qC)

p(ylI[, q) p(q I)

Note that the under-braced term is zero. This is con-
sistent with the model (a) presented in Figure 1 where
there is no link from k to q. This is sensible because q
has no discriminatory information.

* According to model (b), one can implement (3) as
follows:

ynorm log Ed P(Y C, d)p(d q) (6)
~~withd >3Edp(yI,d)p(d q) (6

where p(d q) is the posterior probability of d given q,
i.e.,

p(dlq)= p(q d)p(d)p(d)
.
p(q~d*)p(d*)* 7

There is an integration (summation) over the device d
in (6) because d is not observed during test and hence
is inferred from q. However, since d is observed during
training, the posterior probability p(d q) can be trained
directly on a development data.

While (5) and (6) realize the same ideal function as (3), a
subtle but important difference is that in (5), one has to deal
with the density p(y, q k) ofN + Nq dimensions whereas in
(6), one only has to deal with the density p(y k, d) which
is of N dimensions. The added Nq dimensions in (5) is a
disadvantage. Consider p(y, q k) is estimated by a Gaussian
mixture model (GMM) as a density estimator. Many more
Gaussian components will be needed since q is irrelevant
with respect to the task of distinguishing between genuine
and impostor accesses. This is particular severe when the
dimension of q is large. This implies that it would have been
better to estimate p(y k) instead of p(y, q k). In this case,
we obtain the following Bayesian classifier:

yllr log P(Y C)
p(yI)

(8)

which was used prior to fusion in the context of multimodal
fusion in [9]. The same authors then proposed (5) to take
into account of q in the same context.

(7)
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In our preliminary experiments (based on the data set to
be discussed in Section III) whether q is a scalar or a vector,
the resulting normalized scores based on (5) give near to
50% equal error rate, hence, indicating that (5) could not
converge. Note that this does not contradict the findings in [5]
because the biometric device is assumed to be the same. In
the problem here, the devices may be different; furthermore,
they are unknown to the system.

In our implementation, we have to estimate the following
probability distributions: p(y k), p(y k, d) and p(q d) (from
which the posterior p(d q) is estimated via (7)). All these
probability densities are multivariate and conditioned on
some discrete variables. In our implementation, we use the
Gaussian mixture model (GMM) [10] to estimate each of
the multivariate probability distributions. Its parameters are
estimated using the expectation maximization algorithm. The
number of Gaussian components is tuned by cross-validation.

III. DATABASE

The BioSecure database used in this study contains as
many as six biometric modalities, i.e., face, speech, signature,
fingerprint, hand and iris. It was collected from 6 partici-
pating European sites each contributing biometric samples
between 20 and 110 persons. The database was captured
using different devices under varying conditions. In this
paper, we use a database subset designed for the purpose of
access control, called "the DS2 (Desktop) evaluation". This
database subset contains 333 persons.
The DS2 subset database is collected over two sessions,

separated by about one month interval. In each session, two
biometric samples were acquired for each device. This results
in four samples per device collected over two sessions. The
first sample of the first session is used to build a biometric
template. The second sample of the first session is used to
generate a genuine user match score of session 1 whereas
the two samples of the second session are used in a similar
way to generate two genuine user match scores.

It is important to distinguish two data sets, i.e., the
development and the evaluation sets. The development set
is used for algorithm development, e.g., finding the optimal
parameters of an algorithm, including setting the global
decision threshold. For unbiased performance assessment,
the population of users in these two data sets are disjoint.

There are in total 333 subjects in the database, among
which 206 are considered "clients". A template is created
for each and everyone of them. The remaining 126 subjects
are considered an external population of users who serve as
zero-effort impostors. The development impostor score set
contains 103 x 4 samples, i.e., 103 subjects and each con-
tributes 4 samples. When a reference subject is considered a
genuine user, all the 4 samples of the remaining half of the
206 subjects are considered impostors in the development
set in session 1. The other half of 206 subjects are used as
impostors in session 2. This ensures that the impostors used
in sessions 1 and 2 are not the same. Such a characteristic
is important for algorithm development.

TABLE I

THE EXPERIMENTAL PROTOCOL OF THE BIOSECURE DS2 DATABASE

Data sets No. of match scores per person
dev. set (51 persons) eva. set (156 persons)

session 1 Genuine 1 1
Impostor 103 x 4 126 x 4

session 2 Genuine 2 2
Impostor 103 x 4 126 x 4

x are persons x samples. This number should be multiplied by the
number of persons in the above set to obtain the total number of accesses
for the genuine or the impostor classes.

Note that the evaluation impostor score set contains 126
subjects, set apart as zero-effort impostors. In this way, a
fusion algorithm will not make use of impostors seen during
its training stage; hence, avoiding systematic and optimistic
bias of performance.

In this study, the data in session 1 is not used; instead,
only the data in session 2 is used. Session 1 data is intended
for evaluating client-specific algorithms, i.e., algorithms the
parameters of which differ from one person to another ac-
cording to the claimed identity. The exact number of accesses
differs from that listed in Table I because of missing data due
to the failure of the segmentation process or other stages of
biometric authentication. The experimental protocol involves
minimal manual intervention. In the event of any failure,
a default score of "-999" is outputted. Similarly, failure to
extract quality measures will result in a vector containing a
series of "-999". For the purpose of this study, samples with
missing values are removed. This is not critical in the context
of this study because the comparison gauges the merit of
using or not using quality-dependent score normalization.
It should be noted that inference even with missing values
is possible in the proposed framework in (6) because one
can marginalize the respective distributions with unobserved
variables.

For the purpose of this paper, only face and fingerprint
modalities are considered. They are described in the follow-
ing sections.

A. Face Systems

Low and high quality still frontal face images are collected
by using two different sensors: a Phillips SPC 900 web
camera (low quality) and a CANON EOS 30D digital camera
(high quality:with/without flash). The images and quality
measures are provided by the Omniperception SDK. The low
quality images are denoted as "fa" whereas the high quality
ones (without flash) are denoted as "fnf'. The latter ones
with flash were not used here.

The reference system is an LDA-based face verifier [11].
In the context of this study we utilized 14 quality detectors,
i.e., face detection reliability, brightness, contrast, focus,
bits per pixel, spatial resolution between eyes, illumina-
tion, degree of uniform background, degree of background
brightness, reflection, presence of glasses, rotation in plane,
rotation in depth and degree of frontal face images. Although
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Fig. 2. The performance in terms of EER of the 8 streams of score data
obtained from the BioSecure DS2 data set conditioned on whether they are

from the development or the evaluation sets (both from session 2) as defined
in Table I. The performance of the first 4 streams is measured on the same

device and the remaining streams are tested on the mismatched devices.
"fnfl" denotes matching with high quality face images; "fol", with thumbs;
"fo2", with index fingers; and "fo3", with middle fingers. "xfal" denotes
matching the high quality templates "fnfl" with queries of low quality
(web cam) images "fa". For the fingerprints, "xft{n}" denotes matching
fingerprint template built from the optical sensor with query images acquired
by the thermal sensors of the three fingers n C { 1, 2, 3].
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there are different scenarios in the way we can perform
a quality-based evaluation (high/low quality templates vs.

high/low quality queries)2 the face mismatch problem that
we considered in this paper is high quality templates vs.

highllow quality queries.

B. Fingerprint Systems

The fingerprint data was collected by using both an optical
(denoted as "fo") and a thermal sensor (denoted as "ft").
The optical sensor captures the entire fingerprint by direct
contact whereas the thermal sensor requires the user to slide
his/her fingers. Although the right/left fingerprints of the
thumb, index and middle finger of the subjects have been
acquired, in the context of this study we have considered only
the right-hand fingerprints. The reference system used is the
NIST Fingerprint system3. The fingerprint quality measure is
based on a weighted average of local gradients as proposed
in [1].

IV. EXPERIMENTS

The baseline system performance given that the devices
are known are shown in Figure 2. It is obvious that matching
with low quality images can give very high error rates.

In our experiments, the four streams of high quality data
are mixed with the remaining four streams of low quality
data in testing. However, during training, since the devices
are known, they are used to estimate the posterior of device
given the quality measures, i.e., (7). From our preliminary
experiments (not shown here), we found that quality detec-
tors 5 and 8 are most discriminative in distinguishing the

2A template is the data sample used to represent the claimed identity
whereas a query is the sample with which the template is compared.

3http://www.itl.nist.gov/iad/894.03/fing/fing.html

Fig. 3. DET curves of the proposed LLR device-dependent score normal-
ization (thin continuous line), its variant with known device (hence in "cheat
mode") and the original scores without applying any device-dependent score

normalization (thick continuous line) applied to the (a) face, (b) right thumb,
(c) right index finger and (d) right middle finger of the BioSecure DS2 data
set.

face devices. These quality measures are subsequently used
in our experiments, to be reported here:

. First we evaluate the performance before and after
applying the DS-norm, i.e., (6). For the purpose of the
experiments, we also plot the performance of the DS-
norm when the identity of the device is known by setting
p(d q) to be either zero or one instead of estimating
it. The results of the baseline un-processed scores and
the two versions of DS-norm are shown in Figure 3
for each of the four streams of data. Although the
performance gain is not significant, it is, nevertheless,
systematic across all four data sets. The DS-norm with
known devices gives slightly better performance than
the default one. In both cases, the performance due to
the DS-norm is likely to be superior over the original
scores. This is a strong indication that the proposed DS-
norm is useful, especially at low FAR and FRR values.

Next we evaluate the utility of DS-norm in the decision-
making process, i.e., (4). We expect better threshold
estimation in the DS-norm space than in the original
score space. For this purpose, we use the expected
performance curve (EPC) evaluation [12]. The idea is
to minimize a criterion on the development score set in
order to find an optimal threshold. The performance is
then evaluated on the evaluation set using this thresh-
old. The criterion used, weighted error rate (WER), is
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(a) face (b) thumb

(c) index finger (d) middle finger

Fig. 4. Instead of using the DET curves (as per Figure 3), here the
performance is visualized using the EPC curves in the cases of the proposed
LLR device-dependent score normalization (circle style) and the original
scores without applying any device-dependent score normalization (lozenge
style).

defined as:

WERc (A) = 3FAR(A) + (1 -3)FRR(A), (9)

where C [0, 1] is a parameter that balances FAR and

FRR. The final performance, to be measured on the

evaluation score set, is quoted in half total error rate

(HTER), i.e., the average ofFAR and FRR. While a De-

tection Error Trade-off(DET) curve sweeps through all
the possible thresholds, an EPC curve sweeps through
in the range [0, 1] of equal intervals. Lower EPC implies
better performance. The EPC curves of the four streams

of data are shown in Figure 4. It can be observed

that the EPC curves after applying the DS-norm are

systematically lower than before.

V. CONCLUSIONS

This paper deals with a new problem in the context of

device interoperability. In this problem, a biometric template
may be compared with a query image which may come from

the same or a different biometric device. Since the acquisition
device is assumed to be unknown during testing, we propose

to estimate the posterior probability of the device given some

automatically derived quality measures. This results in a

novel device-specific quality-dependent score normalization

procedure called the DS-norm. We demonstrate that the

DS-norm can directly improve the performance of a single
system in better estimating the decision threshold.

Our future direction consists of applying this framework
prior to fusion. The same framework will also be applied
at the feature-level instead of at the score-level where much
information is lost. This work is therefore a proof of concept
of the feasibility of the Bayesian framework (shown in
Figure l(b)) as realized by the DS-norm.
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