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Abstract To design a smart card face verification system
many key factors have to be considered. In this study we dis-
cuss the implementation of such a system and investigate the
trade-off between performance and computational comple-
xity. Two optimisation strategies are considered. The studies
are performed on the XM2VTS, BANCA and FERET data-
bases demonstrating that the judicial choice of spatial and
grey level resolution as well as JPEG compression settings
for face representation can optimise verification error. We
show that the use of a fixed precision data type does not affect
system performance very much but can speed up the verifi-
cation process. Since the optimisation framework of such a
system is very complicated, the search space is simplified by
applying some heuristics to the problem. In the adopted sub-
optimal search strategy one or two parameters are optimised
at a time. The system was evaluated using half total error
rate (HTER) as the performance criterion. The conclusions
reached on different databases indicate that the selection of
the optimum parameters may call for different optimum ope-
rating points.
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1 Introduction

Designing an automatic personal identity verification system
based on facial images is a challenging task [14,20,21]. In a
typical system [8] a biometric (face image or finger print) is
acquired and compared with a stored template that has been
constructed during enrolment. In the conventional architec-
ture of face verification systems, the biometric template is
stored in a database on the server where the verification is also
carried out. Although acceptable for some applications, this
mode of operation raises many privacy and security issues,
which compromise user acceptability. To alleviate these pro-
blems a favoured system set-up was proposed in [4] where
the biometric template is stored on a smart card [13,16–19]
together with the verification algorithm. In this enhanced
distributed architecture the decision making is carried out
on the smart card itself. No user data leaves the card for
a verification making the system more secure [9] and user
friendly.

However, due to the severe constraints and limitations that
small computing platforms often impose (such as low com-
putational power, small storage capacity and poor communi-
cation bandwidth of the smart card [7]), special requirements
on the system design are imposed:

– The verification algorithm must be computationally sim-
ple.

– The size of the biometric template to be stored on the card
should be small.

– The volume of probe image data transferred to the smart
card for verification should be limited.

– Smart cards do not yet have floating point co-processors
so the number of mathematical operations should be low
and number bit representation reduced.
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Note that a typical advanced specification smart card (used
for the purpose of the experiments of this work) boasts a 13.5
MHz processor, 1 Mbyte of EEPROM, 8 Kb of RAM, and
can operate with a data transfer rate of up to 115.2 Kbits
per second (contact mode). However, compared to modern
computers they still offer a very limited computing plat-
form.

In order to identify an optimised trade off between the
computational complexity of the system (server or smart
card) and the system performance (as measured by the veri-
fication error), an extensive optimisation of the system para-
meters has been carried out. The key parameters that affect
system performance measured in terms of accuracy and speed
include: grey scale and spatial resolution, and the use of com-
pression and fixed point arithmetic. To simplify the optimi-
sation task, the parameters of the pre-processing stage of the
system, which reduces noise and performs photometric nor-
malisation, have been set to default values. The remaining
parameters can be optimised in two possible ways:

– Each parameter can be optimised independently, one at a
time.

– A joint optimisation framework can be adopted where
the optimisation of one stage in the sequence is carried
out while keeping the parameters of the subsequent stages
fixed. However, we should note that the complexity of the
optimisation of such a task is exponential with the number
of parameters. Therefore, an exhaustive optimisation is
not feasible and a suboptimal strategy for the smart card
face verification system (SCFVS) is proposed.

For the first part of the optimisation task, we focused on deter-
mining the lowest number of bits needed for the template sto-
red on the card and studying the effect on performance when
using different spatial versus grey scale resolution for the
normalised face representations [5]. The minimum amount
of data a probe image can be represented with by using JPEG
compression was also established in [2].

In [4] it has already been demonstrated that the adopted
verification algorithm (Client Specific Linear Discriminant
Analysis [11]) can be used on smart cards; achieving very low
verification errors as well. However, to enable the technique
to run on smaller and cheaper cards, fixed point arithmetic
was used, proving that the matching algorithm can be spee-
ded up by reducing the bit resolution of the mathematical
operations. In our experiments it has been found that one can
significantly reduce the bit resolution without error degrada-
tion.

This first optimisation was done independently for each of
the above parameters, demonstrating that in general the com-
putational complexity of our face verification system could
be safely reduced without a corresponding increase in the
verification error. In addition the trade off between spatial

and grey scale resolutions is investigated along with the use
of the baseline JPEG compression scheme (on both template
and probe images) and fixed point arithmetic.

Since the joint optimisation problem [6] is too complex,
the search space was simplified by applying heuristics. In
the suboptimal search strategy adopted, we optimised the
above parameters one at a time or in pairs, while keeping the
parameters of the subsequent stages fixed.

In this paper we evaluate our SCFVS by revisiting the
performance versus computational complexity trade-off con-
cerns and establishing an optimisation methodology for com-
bining and selecting all of these system parameters jointly.
Our evaluation methodology approach concerns a very spe-
cific application. However, such an approach can be appre-
ciated when designing any recognition system that is to be
adopted on alternative small platforms (i.e. PDAs and mobi-
les) that impose severe engineering constraints compared to
a personal computer.

Even though preliminary results of our work have been
reported, in this paper a more detailed work on the SCFVS
is provided. The optimisation work is more thoroughly pre-
sented and discussed. More material has been added like the
effect of performance when grey scale versus spatial reso-
lution was used and more conclusions have been drawn by
extending our previous work consistently in all XM2VTS,
BANCA and FERET databases.

The rest of the paper is organised as follows: in the next
section, the SCFVS is described; the two standard architec-
tures to this system, centralised or decentralised, as well as
the proposed fully localised system architecture. In Sect. 3,
more detail on the SCFVS is presented. All steps involved
in the fully localised system architecture will be covered. In
Sect. 4 our system is evaluated and all the experiments con-
ducted are presented. Finally, Sect. 5 presents a summary of
this work, a general discussion and conclusions.

2 Smart card face verification system (SCFVS)
architecture

In any face verification system the user must make an iden-
tity claim, usually by the use of a token that is stored on a
smart card. To make a claim the user presents himself/herself
to a camera and places his/her card in the card reader. The
token is read off the card and the relevant biometric tem-
plate retrieved. A match between the template and the acqui-
red image is then made. Prior to this the user would have
had to have gone through an enrolment process where their
facial biometric template was created and stored in a data-
base and/or on the smart card. The acquired image will typi-
cally have to pass through several processing steps before the
final matching takes place. These are: face detection, locali-
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Designing a smart-card-based face verification system 227

sation; geometric and photometric normalisation and feature
extraction.

There are two standard architectures to this system, cen-
tralised or decentralised, as shown in Fig. 1. In a yet further
approach, a fully localised system could be employed. The
standard and the proposed system architectures are described
below.

2.1 Centralised architecture

In a centralised architecture the probe face image grabbed is
transmitted to a remote central processing station, which sto-
res the details (biometric templates and other personal infor-
mation) of all the clients in a database. All the processing
and template matching is performed by the server’s proces-
sors. The advantage of this architecture is that the processor
capacity is high. However, the template has to be transmit-
ted across a network, making the whole system vulnerable
to attack.

2.2 De-centralised architecture

In a decentralised system the biometric template is stored on
the smart card. When a claim is made the template is read
off the card and all the processing and matching is done by
a local processor. This has improved security advantages as
the template does not have to be transmitted, however, the
template must still leave the card. There is also a security
problem of performing the proprietary computation (feature
extraction, decision making) on the local host.

In this case class-specific data (e.g. the eigenvectors ν1,

ν2...νm and the mean vectors µ1, µ2...µm) are pre-computed
and stored in a remote data store (e.g. a small platform such
as the smart card), and the data processing is carried out in the
processor of a local host. The local processor stores the bases

u1, u2...un for the Principal Component Analysis (PCA) pro-
jection matrix U and accesses data from the smart card, as
necessary. This is done via a card reader and the associa-
ted interface between the reader and the host system. Then
the processor uses this data to process the vector z, which
represents a probe face image received from the associated
input unit (the local host system, server or PC as shown in
Fig. 1).

2.3 Fully localised system architecture

An enhanced architecture is proposed that further enhances
the security and the privacy of face biometric verification
systems in which, the processing is performed on the smart
card storing the template. In this model the template never
leaves the card and is thus much more secure. However,
smart cards are limited computing devices suffering from
slow channel communication, small storage and processing
capability. For these reasons it is not yet viable to do all the
processing required on the card. One could do all proces-
sing, including feature extraction, on a local host and just
send the extracted features to the smart card. The card would
just then be used to compare the stored template to the sent
features and make the verification decision. However, there
are still security issues in performing the proprietary feature
extraction on a local host and the extracted features can be
larger than the original image resulting in more data having
to be transmitted. It also makes it impossible to update the
system as any new feature extractor will render the current
templates useless. In the architecture proposed the feature
extraction and decision making are performed on the smart
card as the best compromise. A schematic diagram of the
proposed architecture is shown in Fig. 2.

With this approach the CSLDA method (which invol-
ves the processing of the client-specific ‘fisher faces’ ai ),

Fig. 1 Centralised
(CentrARCH) and semi
centralised (SemiCentrARCH)
face verification system
architectures
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Fig. 2 Distributed smart card
face verification system
architecture

should be m times (there are m different classes of said
training images) more efficient compared to the conventio-
nal Linear Discriminant Analysis (LDA) approach (involving
the processing of multiple ‘fisher faces’), both in terms of
data storage and processing speed. Moreover with CSLDA,
the impractical use of the conventional LDA approach to
enrol new clients or to update the smart card database can
be overcome. This opens the possibility of personal iden-
tity authentication systems to be based on non-centralised
architectures.

3 SCFVS: system description

In the previous section a fully localised SCFVS architecture
has been proposed. In this section a more detailed description
of the system architecture follows, which is based on the
structure of a typical face verification system.

As reported earlier the face verification method adop-
ted for the implementation on a smart card is the CS-LDA
technique, which combines face representation and decision
making into a single step requiring a template of the size of
the input image (see Fig. 2). The overall SCFVS involves
face registration (pre-processing) that performs geometric
and photometric normalisation, feature extraction and finally
the verification test.

Note that the original resolution of the image data is 720×
576 in the cases of BANCA and XM2VTS and 256×384 for
FERET. Initially the experiments were performed at different
spatial resolutions to identify the optimum one in terms of
performance (a task that proved to be protocol dependent).
However, a relatively low resolution for the face images,
namely 55×51, with a grey level resolution of 8 bpp are con-
sidered to be the reference resolutions for the experiments of
this paper.

The steps involved in the SCFVS are described below:
Face registration: The aim of the face registration (pre-

processing) stage is to normalise the pose and resolution of
the face image after face detection. Initially a low-pass bino-
mial filter (with probability equal to 0.5 and mask size 1×11)
is applied to the original image so as to remove the high-
frequency noise.

Then geometric normalisation is performed by an eye
position dependent utility. It is a fast, flexible, semi-automatic

geometric alignment method based on the positions of the
two eyes. This utility is used to crop the face part of the
original image (all the image variations that are not directly
related to the face with the verification process are removed)
and scale it to any desired resolution. It adjusts the face in a
standard position by using rotation, scaling and translation of
the centre of the eyes to fixed locations therefore removing
variations in orientation, size, and location of the face in an
image.

Photometric normalisation is also employed because the
illumination correction can critically affect system perfor-
mance. It is achieved by a homomorphic filter (HF) and
histogram equalisation (HEQ). HF applies a filter with a
transfer function that suppresses low frequency components
and enhances high frequency components that are neces-
sary for verification. HEQ is a non-linear image enhance-
ment method (aiming to highlight image brightness in such a
way that is particularly suited to human visual analysis) that
improves the verification performance [10].

In Fig. 3 the original size of a XM2VTS sample of unre-
gistered images of the size 720 × 576 is shown. The same
images after registration (resized to 55 pixels, converted to
grey scale, filtered and finally geometrically and photometri-
cally normalised) are shown in the same figure.

Feature extraction: The aim of feature extraction is to
extract a compact set of interpersonal discriminating geome-
trical and/or photometrical features of the face. By using the
CS-LDA technique the initial statistical model is built. Initi-
ally a PCA model is built to achieve a dimensionality reduc-
tion and then an LDA model is produced to get the overall
client i specific linear discriminant transformation ai , which
defines the client specific fisher face for testing the claimed
identity.

Apart from its good performance, the CSLDA method is
advantageous in the case of open-set scenarios when new cli-
ents are enrolled without system retraining, since it requires
only a matrix multiplication of the client mean vector. Moreo-
ver the client enrolment is insulated from the enrolment of
other clients. Therefore it is possible to use an alternative
system architecture for the face verification system instead
of a centralised one, and the smart card processing becomes
a reality without any need to restrict the representation fra-
mework, and as a result the representation capacity of the
system.
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Designing a smart-card-based face verification system 229

Fig. 3 Before and after
registration samples from the
XM2VTS database

Verification: The verification process involves computing
the score between the photometrically normalised image
transmitted to the smart card and the user biometric template
stored on the card. The verification score produced defines
how close the probe of the claimed identity is to the class
of impostors. The final decision is taken depending on the
relationship of the score to the decision threshold. The thres-
hold in this stage is determined based on the EER criterion.
By adopting the CS-LDA representation on the SCFVS, the
measure for authentication used is the distance to the mean
of impostors (Impostor Rejection approach).

In this approach the projected vector aT
i z is tested against

the projected means of impostors, defined as aT µ� =− Ni
N−Ni

aT
i µi . Thus, the metric di to be used for the decision making

stage is defined as:

di =
∣
∣
∣aT

i z + ci

∣
∣
∣ (1)

where ci = Ni
N−Ni

aT
i µi is a pre-computed scalar stored in

the card, Ni are the number of face samples for each client
used for training, and N is the size of the training set given
by N = ∑m

i=1 Ni . The transformation ai (biometric tem-
plate) is computed during the enrolment process, and then
sent and stored to the card, along with the pre-computed
threshold ti .

During verification, a potential client claims his identity,
his/her original image is pre-processed and the probe image
z is then computed and send to the card to be checked for
authenticity. It would be expected that the projected vec-
tor aT

i z of an impostor is close to the projected mean of
impostors. Thus if the test statistic di is less equal than a
pre-computed threshold ti (di ≤ ti ), then authenticity of the
probe face image is rejected (the claimed identity of the i th
client, is rejected). Otherwise, di > ti and the authenticity
of the probe face image is accepted (the claimed identity is
accepted).

4 System optimisation

In order to optimise a smart card face verification system, a
number of key factors had to be investigated that affect system
performance measured in terms of accuracy and speed. The
parameters include grey scale and spatial resolution, and the
use of compression and fixed point arithmetic. In order not to
further load the complexity of the system, the pre-processing
stage was fixed. A 1×11 binomial kernel with probability 0.5
was used before applying the geometric normalisation. After
that, the photometric normalisation included homomorphic
filtering and histogram equalisation.

Under those conditions there are two ways of performing
the optimisation. Firstly, in the Independent Optimisation
Framework, each of the parameters can be optimised one
at a time. Then a Joint Optimisation Framework of the key
parameters can be adopted, assuming that their effect is inde-
pendent. In order to limit the complexity of the optimisation
of such a task a suboptimal strategy for the smart card face
verification system is proposed.

Three face databases were chosen to conduct the expe-
riments: the XM2VTS [12], BANCA [1] and FERET [15]
databases. In order to evaluate and optimise a SCFVS, it is
necessary to calculate performance for various testing confi-
gurations. This allows evaluating the system under different
development sets which represent different system models.
Twenty different testing configurations are employed,
XM2VTS C1/C2, FERET-XM2VTS C1/C2, BANCA and
FERET-BANCA. Note that when the FERET data set is used,
it generates the initial statistical model.

The system performance levels of the verification system
is measured in terms of half-total error rate (HTER) on the
test set of each protocol obtained using the EER threshold
determined from the ROC curve computed on an indepen-
dent evaluation set. Both ROC curves on the evaluation as
well as on the test set are used to produce additional infor-
mation about the system behaviour. Because of the extensive
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number of cases, only some ROC curve examples will be
presented.

4.1 Independent optimisation framework

A number of experiments are conducted on the smart card
and on the SCFVS design including the investigation of:

– On card computational cost versus different data types
(on the Smart Card).

– Spatial Scale Resolution.
– Spatial versus Grey Scale Resolution.
– Fixed Point Arithmetic.
– Compression — Adjusting Quality Settings and Results.

All of these experiments will be analysed and discussed in
detail below, before finally some conclusions are made. Note
that all of the experiments have been performed on a PC
of the following specifications: processor type i686 1 GHz,
256 Mbyte RAM, under Linux 2.4.18-24.7x, Red Hat Linux
Release 7.3.

4.1.1 On card computational cost versus different
data types

In the first set of experiments we examined the relationship
between the computational cost of verification on the smart
card and the use of different data types. We measured the time
required to perform certain on-card extended data operations.
The case of doing 20,000 on-card divisions (the most con-
suming operation in terms of microprocessor clocks needed)
was examined by using 2 integers, 2 floats and 2 fixed-point
numbers (a simple case when only a bit shift is used to change
an integer to a fixed-point). These experiments (see Fig. 4)
were performed 10 times and the averages used to compute:

– The Total Process Time (TPT): the total time required to
perform the operations in seconds (communication with
the card and on-card time).

– The Operational Process Time (OPT): the actual on-card
processing time.

These experiments demonstrated that the use of integers
instead of floating point numbers can speed up the overall
verification performance by more than a factor of 5. The rea-
son is the non-availability of a floating point co-processor on
the card and the use of a simulated floating point unit instead.
Ideally the use of integers in both the server and the smart
card would be the best solution in terms of speed but not in
terms of precision. Since the new data types built are actually
a double to integer conversion with some loss of precision,
the conclusion is that the use of fixed n-bit precision data
type on the server and the use of integers on the smart card
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Fig. 4 a Total process time on the smart card in the case of using three
different data types in ten different experiments. b Overall averaging
(of 10 different experiments), total process time and operational process
time

is expected to significantly increase the overall speed when
on-card verification is performed.

4.1.2 Spatial resolution

In this experiment the optimum spatial resolution for each
dataset and configuration was obtained while the grey scale
resolution was kept at 8 bpp (since we used an 8 bpp camera).
The initial raw face images of XM2VTS, BANCA and
FERET datasets were geometrically and photometrically nor-
malised from their original resolution (i.e. 720 × 576 in
XM2VTS) to a spatial resolution that was varied from 110×
102 down to 8 × 7 in 16 steps. Figure 5 shows an example of
a probe image (from XM2VTS database) and the resulting
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Fig. 5 Different spatial resolution images taken from XM2VTS. The first resolution on the left hand side is 10 × 8 and then we have higher
resolutions, the highest of all being the last on the right hand side 110 × 102

scaled images. All the experiment results are presented in
Table 1. Generally speaking we expected the verification per-
formance results to be worse at low resolution than using
high resolution images. Although this expectation is defini-
tely supported in the case of BANCA and FERET-BANCA
testing configurations, it proved not to be true in the other
cases.

For the XM2VTS database the image size can be reduced
from 110 × 102 to 18 (C1) and to 40 × 37 (C2) for each
configuration respectively. Consequently over 38(5) times
less data would have to be sent to the smart card to maintain
performance. At the same time the computation load for the
template matching on the smart card would be significantly
reduced.

Comparable results are observed when FERET was used
for training and XM2VTS (C1) for testing. However, in con-
figuration C2 an optimum operating point was obtained at
almost the highest resolution. In the case of the BANCA data-
base and with a few exceptions, the highest image resolution
achieves the maximum system performance. From the Table 1
we can see that the amount of data sent to the card can be

reduced about 4 times (11,220–2,907) at the cost of reducing
the performance by 7.8%.

At this point it would be interesting to extend the last expe-
riment and show that there is no point on reducing the bits
per pixel (BPP) of the probe images and for any spatial reso-
lution. This investigation will be presented in the following
experiment.

4.1.3 Spatial resolution versus grey scale resolution

In this experiment we investigated the relationship between
performance, grey scale pixel resolution and spatial reso-
lution of the normalised probe images. Optimum operating
points were identified for each of the first two testing confi-
gurations (XM2VTS C1/C2). The initial raw face images
of XM2VTS dataset were geometrically and photometri-
cally normalised to a spatial resolution that was varied from
110 × 102 down to 10 × 8 in eight steps, so as to halve the
resolution each time. For each spatial resolution, the grey
scale resolution was reduced by a factor of 1 bpp at a time
before building the PCA and LDA model.

Table 1 Results obtained on XM2VTS and BANCA (P and G protocols) for different spatial resolutions

RES Pixels C1 C2 FE C1 FE C2 P G FE P FE G AvBANCA

8 × 7 56 0.08025 0.08863 0.10091 0.11121 0.29034 0.16341 0.33636 0.28120 0.23151

10 × 8 80 0.05482 0.06218 0.07652 0.07703 0.25153 0.13462 0.32901 0.23921 0.19756

13 × 11 143 0.05296 0.04642 0.07053 0.06392 0.21952 0.10678 0.29196 0.20865 0.16253

15 × 13 195 0.04662 0.03802 0.07319 0.05735 0.22994 0.10230 0.30386 0.19247 0.16688

18 × 16 288 0.03977 0.03208 0.06524 0.04980 0.21834 0.10139 0.28698 0.16886 0.15882

20 × 18 360 0.04340 0.03114 0.06811 0.04535 0.21403 0.08787 0.28486 0.16571 0.15011

25 × 23 575 0.04190 0.02575 0.06014 0.04675 0.21393 0.07943 0.27976 0.14669 0.14953

30 × 28 840 0.04025 0.02758 0.06248 0.04121 0.20463 0.07051 0.28175 0.14145 0.13796

40 × 37 1, 480 0.04225 0.02214 0.06281 0.04304 0.19369 0.07260 0.27698 0.13264 0.13085

55 × 51 2, 907 0.04588 0.02644 0.06816 0.04028 0.18396 0.06560 0.27984 0.12318 0.12400

61 × 57 3, 477 0.04409 0.02465 0.06828 0.03891 0.18008 0.06127 0.27140 0.13520 0.12200

70 × 65 4, 550 0.04494 0.02343 0.06951 0.03805 0.18482 0.05913 0.27686 0.12131 0.12008

80 × 75 6, 000 0.04777 0.02535 0.06788 0.03472 0.17880 0.05865 0.27233 0.11859 0.11755

90 × 85 7, 650 0.04711 0.02522 0.06994 0.03367 0.17503 0.05743 0.27171 0.11811 0.11672

100 × 93 9, 300 0.04680 0.02524 0.07248 0.03177 0.17443 0.05652 0.26775 0.11827 0.11690

110 × 102 11, 220 0.04647 0.02350 0.07437 0.03559 0.17375 0.05556 0.26597 0.11822 0.11499

RES resolution; FE C1/C2/P/G FERET was used for training and (XM2VTS C1)/(XM2VTS C2)/(BANCA P)/(BANCA G) protocols for testing,
AvBANCA the average HTER of all seven BANCA protocols. The optimum parameter for each case is highlighted
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Figure 6 shows a 3D representation of all the results that
are also reflected in Tables 2 and 3. An alternative form of
presenting the system evaluation results is the ROC curve.
Four interesting cases of the results obtained in this experi-
ment can be viewed in Fig. 7.

From the results obtained we prove that for any spatial
resolution employed even going from 8 to 7 bpp is absolutely
prohibiting in terms of performance.

4.1.4 Fixed point arithmetic

In the absence of a floating point co-processor on the smart
card, the use of the built-in simulated floating point unit will
result in an increase of the overall computational cost on
the card. By using n-bit precision data types on the server
instead, we are able to use integers on the smart card, which
can be extremely advantageous in terms of computational
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Fig. 6 3D representation of the results obtained in a C1 configuration and in b C2 configuration, when using different spatial and grey scale
resolution for the normalised probe images

Table 2 XM2VTS C1: grey scale versus spatial resolution

RES PixNo 8 bpp 7 bpp 6 bpp 5 bpp 4 bpp 3 bpp 2 bpp 1 bpp

10 × 8 80 0.05482 0.11324 0.31453 0.45511 0.50512 0.49878 0.50086 0.49878

13 × 11 143 0.05296 0.10144 0.31432 0.46163 0.50156 0.50924 0.51205 0.50924

18 × 16 288 0.03977 0.07497 0.25737 0.43719 0.50377 0.4969 0.50304 0.4969

25 × 23 575 0.0419 0.07008 0.20017 0.40529 0.50908 0.49962 0.5083 0.49962

40 × 37 1, 480 0.04225 0.06217 0.17726 0.38273 0.49058 0.50158 0.49472 0.50158

55 × 51 2, 907 0.04588 0.0615 0.17733 0.38351 0.47181 0.50421 0.51061 0.51079

80 × 75 6, 000 0.04777 0.05835 0.18159 0.37903 0.48978 0.49826 0.48947 0.49826

110 × 102 11, 220 0.04647 0.05658 0.17951 0.35839 0.49205 0.48732 0.48708 0.48732

The optimum spatial resolution across each grey scale resolution is highlighted

Table 3 XM2VTS C2: grey scale versus spatial resolution

RES PixNo 8 bpp 7 bpp 6 bpp 5 bpp 4 bpp 3 bpp 2 bpp 1 bpp

10 × 8 80 0.06218 0.11791 0.3395 0.46522 0.50208 0.50503 0.50155 0.50503

13 × 11 143 0.04642 0.09571 0.28879 0.42891 0.49924 0.50548 0.50298 0.50548

18 × 16 288 0.03208 0.06137 0.24265 0.41675 0.51623 0.51083 0.5154 0.51083

25 × 23 575 0.02575 0.04359 0.18156 0.35971 0.50355 0.50191 0.51072 0.50191

40 × 37 1, 480 0.02214 0.03942 0.16507 0.34313 0.48199 0.50316 0.49803 0.50316

55 × 51 2, 907 0.02644 0.03859 0.14641 0.3438 0.44004 0.48682 0.50024 0.50737

80 × 75 6, 000 0.02535 0.03776 0.13866 0.3194 0.48987 0.49581 0.49874 0.49581

110 × 102 11, 220 0.0235 0.03664 0.14458 0.3157 0.48163 0.51135 0.51034 0.51145

The optimum spatial resolution across each grey scale resolution is highlighted
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Fig. 7 System evaluation using ROC curves in four randomly selected cases of the XM2VTS database

speed. Therefore in this experiment the trade-off between
performance and bit precision for the verification function
parameters was investigated when using fixed point arithme-
tic for authentication. These parameters are the client specific
LDA transformation matrix a, the client mean vector µi and
the global mean µ = ∑N

j=1 zi , where N is the size of the
training set and zi are the training images. The basic idea
behind that was to change the precision of the CSLDA trans-
formation that is actually sent on to the smart card for on-card
verification based on the distance metric di given in Eq. 1.
Based on the results given in Table 4, the optimum n-bit pre-
cision was identified to lie within the range n = [5 − 14].
We can see that 10-bit(6/14-bit) precision is the optimum
one for the reference resolution 55 × 51 on the XM2VTS
(FERET-XM2VTS C1/C2) dataset. Different optimum ope-
rating points (see Table 4) were identified for the other con-
figurations, proving that the optimum operating fixed point
parameter is dataset dependent. However, it can be agreed
that the selection of 10-bit precision for all datasets would be
a reasonable choice. Note also that fixed point numbers intro-
duce some statistical errors which do not necessarily affect
the performance results in a negative way.

4.1.5 Compression

Even though the method adopted in our smart card face veri-
fication system offers a significant processing relief by redu-
cing the complexity of face image representation through
the use of client-specific LDA-based method [11], one way
of further decreasing the processing load of our system is by
applying a compression scheme to the probe and template
images. Among many compression methods that exist JPEG
compression is proved to be a satisfactory solution [2]. In
order to study the effect of using JPEG compression in all
testing configurations a spatial resolution of 55×51 was used.
We considered four different scenarios (operational stages):

– On probe images of all experimental sets, training, eva-
luation and testing set;

– On probe images of only evaluation and testing set (trai-
ning remains unaffected);

– On templates;
– On both probes (training and testing) and templates.

Image quality is being traded off against file size. The larger
the JPEG file and the closer the output image will be to the
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Table 4 Results obtained on XM2VTS and BANCA (P and G protocols) with n-bit Fixed Point Numbers

nFPN C1 C2 FE C1 FE C2 P G FE P FE G AvBANCA

INIT 0.04588 0.02644 0.06816 0.04028 0.18396 0.06560 0.27984 0.12318 0.124

1 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5

2 0.49893 0.49552 0.4988 0.50026 0.5 0.5 0.5 0.5 0.49989

3 0.32684 0.32262 0.3397 0.32944 0.46585 0.40721 0.41423 0.34418 0.43441

4 0.09393 0.06792 0.10371 0.06718 0.2597 0.12479 0.29207 0.1945 0.19456

5 0.0515 0.03016 0.07528 0.04161 0.19129 0.07249 0.27478 0.12943 0.12956

6 0.05188 0.02721 0.06593 0.03911 0.19376 0.0672 0.28282 0.1266 0.13135

7 0.0478 0.02702 0.06801 0.04012 0.19084 0.06597 0.27755 0.12345 0.12735

8 0.04685 0.02668 0.0695 0.04079 0.18654 0.06544 0.28003 0.12361 0.12512

9 0.04618 0.02643 0.06877 0.03912 0.18562 0.06576 0.28004 0.12302 0.12497

10 0.04033 0.02639 0.06819 0.0403 0.18463 0.06544 0.27959 0.12399 0.12419

11 0.0459 0.02644 0.06818 0.04034 0.1843 0.06565 0.27997 0.12276 0.12408

12 0.04585 0.02642 0.06817 0.04029 0.18431 0.0656 0.27985 0.12361 0.1242

13 0.04587 0.0264 0.06818 0.04021 0.18413 0.0656 0.27966 0.1234 0.12421

14 0.051 0.02765 0.07157 0.04318 0.18354 0.06245 0.30076 0.14674 0.12397

15 0.13301 0.12445 0.19726 0.17766 0.31587 0.20598 0.43282 0.37415 0.26134

16 0.4614 0.44435 0.47744 0.48782 0.48055 0.46095 0.49197 0.48333 0.47255

nFPN n-bit precision Fixed Point Number, RES Resolution, FE C1/C2/P/G FERET was used for training and (XM2VTS C1)/(XM2VTS
C2)/(BANCA P)/(BANCA G) protocols for testing, AvBANCA the average HTER of all seven BANCA protocols. The optimum parameter for
each case is highlighted

original input. This is done by modifying the compressor’s
quality parameter Q from 5 to 100 (nineteen (19) different
quality steps.

Figure 8a shows the average PSNR calculated using the
probes taken from the XM2VTS training set in both confi-
gurations. The same trends are observed using BANCA or
FERET databases. The graph clearly shows that the quality
of JPEG images is almost linear until quality becomes 80.
After that the image quality increases dramatically but at the

expense of image size. The visual effects of different quality
on probe images can be viewed in Fig. 8b.

We evaluated our system:

1. Across the quality steps of the same database, when
FERET was used or not for system training.

2. Across all operational stages, but when using those
testing configurations referring to the same database. To
do so the initial HTER and the HTER averaged across

Fig. 8 a Example case of the effect of using a scale of different
qualities in JPEG settings between 5–100 in PSNR/Compression
Ratio/Compression Size when probe images are used. b Probe images
when using a different quality factor (Q) for the JPEG. Q has the follo-

wing values: 5, 7.5, 10 and 20 in the first raw, 30, 40, 50 and 60 in the
second raw and 70, 80, 90 in the third raw, with the bottom right image
being the initial image
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Fig. 9 Performance evaluation based on the AHP in XM2VTS and
FERET-XM2VTS datasets

for all quality values (5–100) was compared; AHP =
∑k

i=1 HTER < HTERinit, where i = quality factor and
k = number of quality steps used to cover uniformly the
range between 5 and 100 in increments of 5 (plus 7.5).
Even though this is a subjective criterion (the smallest
or highest qualities may result in a dramatic change of
performance by over-contributing to this average per-
formance metric), it definitely helps to understand the
system and draw some conclusions (see Fig. 9).

Based on the experiments performed we identified the first
JPEG operational stage as the optimum in most cases. Table 5
shows that for different testing configurations different JPEG
compression qualities correspond to the best performance.
A summary of almost all the cases are given in Fig. 10
and 11.

4.2 Joined optimisation framework

We have seen that the optimisation of our smart card face veri-
fication system, in terms of performance and computational
cost is a very complicated task. This is because it includes
a large number of degrees of freedom. It consists of 4 dif-
ferent testing configurations, 8 grey level resolutions (8 bpp
down to 1 bpp), 16 spatial resolutions (110 × 102 down to
8×7), n-bit precision fixed point numbers (n = [1−16]), and
finally 4 different operational stages where JPEG compres-
sion is applied using 19 different quality factors ranging from
5 to 100. Obviously, global optimisation requires an exhau-
stive evaluation of 622,592 experiments, which renders the
effort not feasible. In order to find an optimum solution we
have to either perform a multidisciplinary design optimiza-
tion (MDO) or to adopt a suboptimal search strategy in a
sequential manner. Part of the former investigation is presen-
ted in [3]. In this paper we deal with the later optimisation
case where the optimisation of one stage in the sequence was
carried out for the parameters of the subsequent stages set
out as follows:

– The optimum grey level and spatial resolution for each
dataset scenario was identified without applying any com-
pression.

– Joint optimisation of the JPEG compression quality factor
and operational scenario (per testing configuration) was
performed under the conditions of fixed spatial resolution
of 55 × 51 and grey level resolution kept to maximum (8
bpp).

– The determined optimal JPEG compression operational
scenario was applied and the optimal compression qua-
lity factor was identified under the condition of using the
optimal spatial resolution and grey level resolution kept
to maximum (8 bpp).

– The optimum n-bit precision fixed point number was
identified to lie within the range n = [5 − 14] inde-
pendently of the other parameters. This parameter was

Table 5 Final results: JPEG compression qualities corresponding to the JPEG scenario that gives the best performance for all databases

DATABASES PROT Case QUAL COMPR HTER old HTER new

XM2VTS C1 PR/Tr/Te 7.5 5.11:1 0.0458 0.0417

XM2VTS C2 PR/Tr/Te 10 4.58:1 0.0264 0.022

FERET-XM2VTS C1 PR/Te 15 4.11:1 0.0602 0.05939

FERET-XM2VTS C2 PR/Te 70 2.28:1 0.037 0.03483

BANCA P PR/Tr/Te 25 3.51:1 0.184 0.17261

BANCA G PR/Tr/Te 35 3.13:1 0.0629 0.06122

FERET-BANCA P PR/Te 80 1.94:1 0.277 0.2621

FERET-BANCA G TE 50 2.76:1 0.12 0.1179

PROT protocol, PR probes, TE templates, Tr train, Te test
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Fig. 10 The effect on XM2VTS face databases when using probe and/or template images and JPEG was used for training and/or for testing.
Similar results are obtained when FERET was used for training and XM2VTS for testing

Fig. 11 The effect on BANCA (when FERET database was used for training) when using probe and/or template images and JPEG was used for
training and/or for testing. Similar results are obtained when BANCA was used exclusively testing

applied at the end of the previous stage (avoiding also
introducing statistical errors to all stages).

By adopting such a strategy, interesting results were obtai-
ned and in general different operating points were defined
for the different testing configurations. But most import-

antly, the number of the experiments performed was limi-
ted to 3,504 (approximately 178 times less computational
effort).

The final results obtained are brought together in Table 6.
It is demonstrated that the use of such a combined parame-
ter strategy does not result in performance degradation and
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Table 6 Best cases in both databases when the combined strategy was used

DATABASES PROT Case QUAL IBFS P/T CBFS P/T RESOL FPN(n) HTER

XM2VTS C1 – – – – 55 × 51 – 0.04588

XM2VTS C1 – – – – 18 × 16 – 0.03977

XM2VTS C1 PR/Tr/Te 65 288 429 18 × 16 – 0.04292

XM2VTS C1 PR/Tr/Te 65 288 429 18 × 16 10 0.04267

XM2VTS C2 – – – – 55 × 51 – 0.02644

XM2VTS C2 – – – – 40 × 37 – 0.02213

XM2VTS C2 PR/Tr/Te 20 1480 532 40 × 37 – 0.02128

XM2VTS C2 PR/Tr/Te 20 1480 532 40 × 37 11 0.02127

FERET-XM2VTS C1 – – – – 55 × 51 – 0.06816

FERET-XM2VTS C1 – – – – 25 × 23 – 0.06014

FERET-XM2VTS C1 PR/Te 35 575 475 25 × 23 – 0.05964

FERET-XM2VTS C1 PR/Te 35 575 475 25 × 23 10 0.05964

FERET-XM2VTS C2 – – – – 55 × 51 – 0.04028

FERET-XM2VTS C2 – – – – 100 × 93 – 0.03177

FERET-XM2VTS C2 PR/Te 45 9300 1579 100 × 93 – 0.03136

FERET-XM2VTS C2 PR/Te 45 9300 1579 100 × 93 13 0.03137

BANCA P – – – – 55 × 51 – 0.18396

BANCA P – – – – 110 × 102 – 0.17375

BANCA P PR/Tr/Te 15 11220 1018 110 × 102 – 0.17194

BANCA G – – – – 55 × 51 – 0.0656

BANCA G – – – – 110 × 102 – 0.05556

BANCA G PR/Tr/Te 10 11220 992 110 × 102 – 0.05449

FERET-BANCA P – – – – 55 × 51 – 0.27984

FERET-BANCA P – – – – 110 × 102 – 0.26597

FERET-BANCA P PR/Te 25 11220 1184 110 × 102 – 0.26412

FERET-BANCA G – – – – 55 × 51 – 0.12318

FERET-BANCA G – – – – 90 × 85 – 0.11811

FERET-BANCA G TE 30 7650 1165 90 × 85 – 0.11538

PROT protocol, PR probes, TE templates, Tr train, Te test, QUAL quality, IBFS/CBFS P/T initial/compressed byte file size for probes/templates,
RESOL resolution, FPN(n) n-bit fixed point number

can become extremely advantageous when high resolution
images are acceptable in the context of any system enginee-
ring constraints.

4.2.1 Joined optimisation framework results

XM2VTS C1 behaved better in low resolution images where
the initial performance was improved by 13.4% only by fine
tuning the resolution. It is obvious that a higher-resolution
image can tolerate more compression and that JPEG does
not work well with extremely low resolutions where the
byte file size of a JPEG compressed image increases due
to the overhead of the JPEG file format. In such an extreme
case, by using fixed point arithmetic without JPEG we can
achieve both performance improvement and system
acceleration.

In XM2VTS C2 the optimum spatial resolution was iden-
tified to be a much higher one (40 × 37). By combining an
11-bit precision and JPEG compression on a relatively
medium resolution, the performance increases by about 20%
with an additional increase of system speed, by virtue of fixed
point numbers and by decreasing the size of the probe images
sent to the card by a factor of three. An additional advantage is
the improved overall memory management within the system
via the training set image compression.

An expected degradation of performance was obtained
when using FERET for training and XM2VTS for testing.
In both configurations (C1/C2), the overall trend remained
similar to the one we had when XM2VTS was exclusively
used. The overall results are summarised in Table 6 and some
particular examples are provided in Fig. 12.

BANCA and FERET-BANCA (in P/G protocols) were
also used for all stages of the operational strategy, apart
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Fig. 12 The effect on XM2VTS [a, b row one], FERET-XM2VTS [c, d row two], BANCA P/G [e, f row three] and FERET-BANCA P/G [g, h
row four] face databases when using the combined strategy

from the last, where we apply fixed point arithmetic. This
is because high resolution spatial images turned out to be the
optimum ones in the third experiment. If these were used to
build the PCA and LDA models in the compression expe-
riment, such an effort would take a prohibitive amount of
time.

From the experience gained on the XM2VTS dataset, a 10-
bit FPNumber can be applied here too, even though a further
performance improvement is not guaranteed. From Table 6
we can see the advantage of using JPEG with relatively high

resolution images in terms of compression efficiency. As far
as performance is concerned, in the case of BANCA P/G pro-
tocol it is increased by 6.5%/16.9% and in FERET-BANCA
P/G protocol it is also increased by 5.6%/6.3%, respectively.

Note that in general, the use of fixed point numbers results
in system speed acceleration. It has been shown that without
any further parameter optimisation and by using the refe-
rence spatial resolution of 55 × 51, we can also have a per-
formance improvement (maximum of around 12% for the
case of XM2VTS C1 10-bit FPNumber). Therefore when
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the system designer goes through this final step of the opti-
misation strategy, he/she should expect that:

– For relatively high spatial resolution images (>= 110 ×
102) the cost of identifying the optimum n-bit FPNumber
is prohibitive. However, if time is not an issue, such an
effort is definitely beneficial for system speed.

– For a relatively small resolution (i.e. 55 × 51), such an
attempt should be done for the sake of both performance
and system speed.

– The above observations are independent of the testing
configuration used.

5 Discussion

Designing such a system is a very complex process with many
parameters to consider. The work started with the selection
of a suitable algorithm (CSLDA) that can be ported to a target
platform on which the biometric process can run. Then the
generic modular CS-LDA based SCFVS was presented and
the design methodology was configured based on empirical
performance results. The main functional parts of a SCFVS
involve: face detection, geometric and photometric norma-
lisation, feature extraction, and on-card verification (mat-
ching scheme). Each functional part consists of a series of
basic steps, where the role of each step is fixed. However,
the algorithm was systematically varied in some steps and
to investigate the effect on system performance, and system
complexity in terms of speed and memory management. Our
experiments show that the quality of images to be proces-
sed are the driving factors in determining the performance of
“smart-card-based face verification systems”.

In order to optimise the system, two major problems had
to be considered. The first one was to deal with the restric-
tions that both face verification and smart card technology
impose when designing such a system. The second was that
the parameter space that can be chosen for optimisation is
huge. In other words, the complexity of the system, in terms
of the number of processing stages and system design para-
meters is too large and as the parameters are not independent,
the search space is of exponential complexity. Therefore, a
simplified search procedure was adopted, in which a number
of parameters was selected out of the complete parameter set
involved in a generic SCFVS. The subset of the parameters
generally applicable for a wide range of application scenarios
included grey level resolution, spatial resolution, geometric
and photometric normalisation.

It was assumed that these parameters (reference parameter
set) provided a baseline for reference. The following key
issues were considered in the design of a SCFVS:

– To keep the amount of time required for completing the
overall system design (SDT) within reasonable limits, a

constraint parameter space was considered for investi-
gation. The key parameters identified to affect the design
of the SCFVS include: different data types (on the Smart
Card), grey scale and spatial resolution, fixed point num-
ber representation and JPEG compression.

– The above key parameters (influencing both the quality of
the recognition and the computational complexity asso-
ciated with the authentication) were sequentially evalua-
ted using several existing biometric database systems.
Since the target platform was a smart card, the severe
engineering constraints imposed by the card (restricti-
ons in terms of memory, communication bandwidth and
speed of processing) were considered. The objective was
to find out how the parameters must be chosen so that the
system can be optimally deployed in smart cards.

– An optimal trade-off between the computational comple-
xity of the SCFVS and the system performance (as mea-
sured by the verification error) had to be identified. Firstly,
the parameters of the pre-processing stage of the system,
which reduces noise and performs photometric normali-
sation, were set to default values. The remaining parame-
ters were optimised either independently (each parameter
was optimised one at a time), or jointly (assuming that
their effect is independent).

On the basis of the experiments performed when designing
a SCFVS, we propose a new system design that is a com-
bination of the variations studied. The components of the
proposed system design are:

1. Use the maximum grey level resolution available. That
means 8bpp when and 8bpp camera is used.

2. Use the optimum spatial resolution. Up to 64 × 64 for a
DB of the size of XM2VTS; more than 64×64 when the
DB is of the size of BANCA. Note that, spatial resolution
is protocol dependent.

3. Use scenario one (1) of JPEG compression, under the
condition of applying STEP 1 and 2.

4. Finally, use the optimum n-bit precision fixed point num-
ber (i.e. 10-bit as the best compromise) on the server, and
integers on the smart card.

The conclusions of the overall empirical investigation con-
ducted in this work can be analysed in detail as given below.

5.1 An enhanced smart-card-based face verification system
architecture

In Sect. 2.3, an enhanced SCFVS has been proposed. In
this architecture the feature extraction and decision making
is performed on the card. This architecture offers increa-
sed security and privacy in comparison with conventional
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architectures. The solution involves a small footprint com-
puting platform with severe resource limitations in terms
of memory, computing engine and communication channel
capacity. Consequently the porting of algorithms on such
an architecture requires a careful optimisation of the system
design parameters (i.e. grey-level and spatial image resolu-
tion). This is to minimise the facial image representation that
needs to be sent to the card and lessens the computational
load of the template matching. Studies performed on a num-
ber of different databases demonstrate that by limiting this
representation, the verification performance of the system is
not necessarily degraded and that the proposed architecture
is a viable one.

It is important to note that the smart card is used for sto-
ring the biometric template. It is also used to accept/reject
a claimed identity by comparing the verification result sent
from the host to the pre-computed threshold (T) stored on
the card. The value of T is chosen to achieve a specific ope-
rating point (a relationship between “false rejection” (FR) of
true claims and “false acceptance” (FA) of impostor claims).
Typically the operating point will be set at the ‘equal error
rate’(EER) where both FA and FR rates are the same.

However, the selection of that operating point does not
mean that this work does not at all concern itself with the
problem of false positives (access granted when it should not
be) that can jeopardise the whole protection system’s secu-
rity. The selection of the threshold value entirely depends on
the system designer. By manipulating the decision criteria
(FA, FR), the relative probabilities of these two outcomes
can be adjusted in a way that reflects their associated costs
and benefits. These may be very different in different app-
lications. For example, in a customer context the cost of a
FR error may exceed the cost of a FA error, whereas just the
opposite may be true in a military context.

Finally, it is understood that the system is not 100% secure,
and therefore it cannot be used as an autonomous and exclu-
sive security scheme. However, it does constitute a reasona-
bly secure method, and in addition to a 4-digit PIN code, a
state-of-the-art encryption method, and in combination with
other anti-fraud devices (such as a CCTV camera to record
the possibility of someone trying to tamper with the system)
it can be even more reliable.

5.2 SCFVS: independent and joint optimisation framework

In Sect. 4 the effect of an optimisation strategy to be applied
to image data in this SCFVS was investigated. Accordingly,
the system architecture was tested by sequentially evaluating
a number of key parameters influencing both the quality of
the verification and the computational complexity associated
with system authentication. These parameters include grey
scale and special resolution, and the use of JPEG compres-
sion and fixed point arithmetic. To simplify the optimisation

task, the parameters of the pre-processing stage of the system
were set to default values. The remaining parameters can
be optimised in two possible ways. Firstly, each parameter
was optimised independently, one at a time. Secondly, a joint
optimisation framework of the key parameters was adopted,
assuming that their effect is independent. To examine the
robustness of the system behaviour, several existing biome-
tric database systems were employed (XM2VTS, BANCA
and FERET).

From the study of all testing configurations it transpired
that the maximum grey level resolution should be used. Since
an 8 bpp camera is used, a maximum performance is achieved
at 8 bpp and could possibly be further improved if higher grey
resolution was available. The use of 10-bit precision data
types on the server instead of real data types (or even float
data types), and consequently integers on the smart card, pro-
ved to be extremely advantageous in terms of computational
speed, speeding up the overall verification performance by
over a factor of 5.

For the rest of the key parameters, each testing configu-
ration required a different parameter setting, proving that
when changing the spatial resolution or the amount of com-
pression in the probe/template images, their informational
content is highly affected. Therefore, different operational
scenarios call for different optimum operational point set-
tings in terms of performance. By choosing a relatively low
resolution of 40 × 37 for the probe images and building up
a database in the standards of XM2VTS C2 protocol, best
results will be achieved. With 25% less training data (C1),
the required resolution proved to be even lower. However,
when building a database in the standards of BANCA and
P protocol (using data created from three different environ-
ments), the resolution should be increased more that 5 times
(i.e. 110 × 102) to achieve maximum performance. In any
case, JPEG compression should be applied only on probe
images (used for training and testing).

By selecting the above optimum key parameters jointly,
the advantage of the system design would be significant both
in terms of speed and overall performance. Depending on
the protocol, the performance can increase by more than 20%
with an additional increase of system speed by virtue of fixed
point numbers. Moreover, the size of the probe images sent
to the card can be decreased by a factor of as much as five
(case of XM2VTS C2).

5.3 SCFVS: concerns and future work

Since the proposed suboptimal search strategy may not
accurately capture the complete picture of the system, an
alternative system design can be introduced where the pre-
processing stage is included in the optimisation process. In
our work to be published, the study is widened to consi-
der the effect of optimising also over the number of PCA
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components and the parameters of the filter stage. First, the
optimum filtering parameters are determined and then the
optimum number m of PCA components needed by the
system to maximise its performance is selected across a range
of the bandwidth factor σ of the Gaussian filtering function

g(x, y) = exp−(
x2+y2

2σ 2 ).
In the same work, an alternative solution to that of PCA

optimisation is going to be presented, where the low-order
eigenvectors are removed after optimising the filtering para-
meters in the normalisation stage. The question that is going
to be answered is whether, by adopting this method, compe-
titive performance results are achieved and whether it avoids
the high computational complexity that PCA optimisation
requires.

In addition to the above studies, the future work will
include an investigation to examine the effects on the fre-
quency content of some example probe images of applying
different photometric normalisation techniques, JPEG com-
pression, and after selecting the optimum parameter set in
terms of filtering parameters and extreme PCA optimisation.
The frequency content will be represented in terms of the
power spectrum of the probe images.

Since the conclusions of this work were drawn in the con-
text of the CSLDA algorithm [11], for future work we plan to
conduct the same evaluation on other typical face verification
algorithms to check the general validity of the results.
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